This work presents an Internet of Things (IoT) system for home energy management based on a custom-designed Impulse Radio Ultra-Wideband (IR-UWB) transceiver that targets a generic and multi-standard control system. This control system enables the interoperability of heterogeneous devices: it integrates various sensor nodes based on ZigBee, EnOcean and UWB in the same middleware by utilizing an ad-hoc layer as an interface between the hardware and software. The paper presents as a first the design of the IR-UWB transceiver for a portable sensor node integrated with the middleware layer, and also describes the receiver connected to the control system. The custom-designed low-power transmitter on the sensor node is fabricated with 130 nm CMOS technology. It generates a signal with a 1.1 ns pulse width while consuming 39 μW at 1 Mbps. The UWB sensor node with a temperature measurement capability consumes 5.31 mW, which is lower than the power level of state-of-the-art solutions for smart-home applications. The UWB hardware and software layers necessary to interface with the control system are verified in over-the-air measurements in an actual office environment. With the implementation of the presented sensor node and its integration in the energy management system, we demonstrate achievement of the broad flexibility demanded for IoT.
Introduction
he expanding market of the Internet of Things (IoT) demands different types of electronic devices and communications technologies for various applications, such as smart cities, logistics, home automation, e-health and industrial applications.
In all these applications, the interconnection of embedded computing devices is performed within the existing Internet infrastructure [1] [2] [3] [4] [5] [6] . Among other things, smart home management is an application where a user could apply dozens of such devices for controlling and managing the ambient conditions and the appliances in a home to lower total energy consumption and to improve comfort [7] .
A full home energy management system with appropriate hardware and software should not only provide lowlatency control for managing versatile appliances in a building, but user configurations and commands should also be supervised in a user-friendly manner at a high level, in which the energy analysis results are abstracted and displayed, for example, on a smartphone app. Also, as the IoT market necessitates development of an effective webservice interfaces between users, distributed applications and heterogeneous environmental technologies, a comprehensive solution needs to perform hardware abstraction in an application-layer implementation for user-centric applications.
A typical IoT architecture for a generic building energy management system is shown in Fig. 1 . It comprises several sensor nodes that monitor the environmental and physical conditions inside the building, such as tem-perature, person presence, humidity, energy consumption of an appliance, etc. The information is sent to a control system, a data center for processing and analysis where the software infrastructure allows user interaction with a large set of hardware interfaces through a dedicated application based on web services.
Besides software challenges in implementation of a smart-home system, the requirement for low energy consumption by the hardware significantly impacts the selection of the communication technology, especially for the wireless link. A wide variety of wireless communications links exist, each very different in terms of data rate, protocol, medium access control (MAC), ease of implementation from a physical layer perspective, etc. For IoT applications, in which potentially dozens to hundreds of devices can be connected under one platform, it is very inconvenient for users to replace sensor node batteries, which makes the requirement for low energy consumption a fundamental feature. Because communications energy typically dominates the overall sensor node energy budget, it is wise to focus on minimizing the energy consumed to transfer a single data bit. This work presents the design and implementation of fully-integrated, custom-designed, pulsed ultra-wideband (UWB) sensor nodes, a full-custom receiver, and their integration in a smart energy management system, which can be applied to existing buildings, providing an ICT-based monitoring and management system. As summarized in Fig. 2 , the proposed platform includes the software infrastructure and the heterogeneous sensor network, together with an integration layer and web service for the user interface, as well as efficient sensor nodes operating with the UWB-based wireless link [8] .
In this work, not only the UWB link of the proposed sensor node is verified, but also, as a first, it is equipped with a sensor interface and an integration layer to the middleware platform. Although previous works in the design of UWB transceivers were not applied to this application due to the lack of an integration layer, this work in a real office environment is demonstrated successfully. The system is fully integrated through a proxy layer into the heterogeneous home energy management system. The paper is organized as follows. Section 2 gives an overview of state-of-the-art smart-home energy management systems. We also review state-of-the-art wireless solutions to show that pulsed UWB lowers the energy per bit, compared to commercial and off-the-shelf wireless sensor nodes, which are based on energy-hungry protocols such as ZigBee, EnOcean and WiFi [8] [9] [10] . Section 3 details the developed energy management system. Section 4 focuses on the design of the low-energy UWB sensor node software and hardware co-designed with the control system. Section 5 presents the experimental results on a complete node operating with fullcustom UWB hardware and software layers to interface with the application layers of the control center, for a real office room-temperature monitoring application. Section 6 concludes the paper.
Related Work
This section briefly overviews recent works on networked smart-home systems. The focus of this survey is a feature classification for home energy management systems (HEMS) from both software and hardware points of view. Concerns about the world's energy shortage have raised the need for a reduction in the energy consumption of buildings, including through the promotion of wired and wireless sensor networks.
Usually, buildings are supplied with a building management system (BMS) where sensor nodes are mostly wired and connected to a central server. To increase energy efficiency and to deploy new technology add-ons without significant construction works or rewiring, especially for ancient and historical sites where severe construction may cause damage to the buildings, it is necessary to improve existing smart-home solutions with new technologies based on wireless sensor networks (WSN) that can be deployed easily and wirelessly anywhere [8] [9] [10] [11] .
An overview of recent academic and commercial works on HEMS that use wireless technologies is shown in Table 1 . In this taxonomy, we compare various works in terms of the supported sensing parameters, the applied communications technologies, and the user interface. This feature classification is based on Marche et al. [12] . The sensing parameters refer to the ambient physical parameters, which are sensed or controlled by the deployed sensors. The applied technologies refer to wired and wireless communications standards and technologies, such as ZigBee, EnOcean, Z-Wave and Ethernet. Section 4 provides a more extensive comparison between technologies relevant for this work. The last part of the classification in Table 1 is the user interface (UI). It needs to provide an effective interface for real-time access, to control and to manage the information of the sensing devices in a user-friendly manner with maximum functionality and minimum interaction with the hardware. The home energy display (HED) is a typical example of an interface in which a portable stand-alone display provides the consumer with a utility for smart meters. Nowadays, the ubiquitous market of web-based services necessitates an online interface accessible from any Internet-enabled device. This Internet-connected interface can be available on web-connected dashboards, smartphones or customdesigned web portals. Interest in the design of these interfaces focuses on the ability to access the processed data anywhere and anytime through the Internet. As a matter of fact, augmented reality, a direct/indirect live view of a real-world environment, has also been implemented in recent works [13] [14] [15] . Besides the features presented in Table 1 , the controlling type is another property of the HEMS, which refers to the control method of the sensor devices that allows a consumer to activate, configure and control the settings on the sensor nodes. In centralized control, multiple-device communications is managed from a single location. For device-level control, the user controls a single device, or the device operates stand-alone. For on-board control, functionality is integrated in the device. The most popular and convenient scenario is a centralized server that remotely controls the devices.
From a hardware point of view, as Table 1 summarizes, most of the implemented systems utilize a single communications standard. In order to increase energy efficiency, the existing smart-home solutions need to be improved with diverse low-power wireless technologies that enable autonomous sensing. Because the radio is typically the largest energy consumer of a sensor node, energy consumption optimization should be achieved by applying energy-efficient communications technologies.
Wireless sensor nodes for home energy management need to consume an extremely small amount of energy to guarantee years of lifetime powered by a single battery, or they need to be fully functional with energy scavenging only. This constrains the maximum energy consumption of wirelessly networked sensor nodes to a few nJ per bit. To enable such low power and to provide short-range connectivity, we investigated new communications solutions that consume less energy than commercial products based on WiFi or ZigBee. If energy consumption can be reduced drastically, then the use of fully autonomous nodes that scavenge their energy from the environment may be a reality in the near future.
Multi-Standard Smart Energy Management System
With the increasing market for digital energy meters and networked sensor nodes in home energy management applications, a major issue is the integration of different technologies with a single and central controller. Hence, the heterogeneity of the devices complicates interoperability. An interoperable energy management system can help sensors from different vendors to cooperate and persist in a common network, and allows very heterogeneous networks, consequently leading to new HEM applications.
Different technologies use different communications [26] protocols, programming models and user interfaces. An approach to overcome this heterogeneity is to provide abstraction of different standards at a higher level, hence with a uniform interface. This particular middleware can decrease the complexity of the integration of diverse technologies into the control system. In a smart-building context, where heterogeneous sensor nodes are already deployed or need to be installed, interoperability is also very relevant in order to offer devices with immediate usage after installation. The software infrastructure presented in this section, exploits a web-service-oriented approach to manage heterogeneous devices operating under different protocols, enabling both interoperability and hardware abstraction.
The starting point of our firmware is the LinkSmart middleware, which provides features to enable event-based peer-to-peer (P2P) communications, thus connecting all devices inside a LinkSmart network, even if they are behind a firewall or the network address translator (NAT) [14] . Event-based communications exploit a publish/subscribe approach for LinkSmart web services, and allow the development of loosely coupled event-based applications. As shown in Fig. 3 , our firmware is a three-layered software infrastructure with i) the integration layer, ii) the middleware layer, and iii) the application layer.
The integration layer, which is the lowest layer, is in charge of enabling interoperability across heterogeneous devices with a dedicated interface called a proxy. It acts as a bridge between the LinkSmart network and underlying communications technology, requiring a specific proxy for each. This modular approach provides flexibility to the whole infrastructure with respect to new emerging standards and technologies. In this layer, each device can be accessed by the middleware upper layers to get data or to send commands. Moreover, data collected in real time by the nodes are immediately sent to the middleware thanks to the event manager, which implements eventbased communications. In particular, to integrate the UWB chip set into the platform, we have written a software interface code to save the monitored information in the database. The integration procedure will be explained in Section 4.
The middleware layer enables P2P communications, along with an event-based approach. In this work, we investigated heterogeneity and interoperability issues specifically for IEEE 802.15.4, ZigBee, UWB and EnOcean wireless sensor nodes for centralization in the same system [15, 27] . In addition, we developed a specific component that gives additional information about the building and its occupancy, which is very useful for devising rules and control strategies for energy waste minimization [15] .
Finally, the application layer is the highest layer. It provides a set of APIs for the development of distributed event-based applications to manage the building and to provide feedback to users. Three applications have been developed in particular: i) an HVAC control system, ii) a smartphone application, and iii) a web portal. The purpose of these is to provide feedback to building users and to encourage energy savings by displaying the measured energy consumption of the building. In addition to the main interface and the configuration and control functions, the applications also provide energy management analysis. In this way, the user can access i) real-time environmental data, ii) occupancy status, iii) a temperature and energy comparison chart of rooms, iv) a list of devices connected to smart plugs in a room, v) the energy consumption of smart-plug-connected appliances, and vi) daily, monthly and yearly views of the environmental values and occupancy chart history. Three types of users have been identified for access to the information. A public user has limited access to the information of the rooms and can inspect only public spaces. An office owner, after authentication, can examine information about his or her own office and public spaces. A technician, after authentication, has full access to all building information. On a private page, the technician can also review warnings about any malfunctions in the monitored building. The smartphone application shows this information, exploiting both virtual and augmented reality. Fig. 4 shows a screenshot of the web portal and the smartphone application output.
Sensor Node Design
WSNs for energy management systems should consume very little energy to warrant years of runtime on a single battery or scavenger. In a sensor node, a sensing sub-system periodically measures an external quantity and sends data to a receiver that is connected to the data center. A sensor node can receive configuration commands from the data center, but this amount of data is less than the transmitted data, because it is configurable only once in a while; for example, once a day. As a consequence, on the sensor side, the receiver is rarely on, and consequently, its energy consumption is negligible compared to the transmission part.
As shown in Fig. 5 , a node includes a sensor unit, a controller, an interface to the communication block, a radio block for data communications and a power management system providing the required energy to power up the node.
Because the radio consumes the largest amount of energy, to lower energy consumption, we optimized both the circuit and the protocol levels. First, a comparison of different air interface candidates for low-energy smarthome WSN applications was made.
To do this, integration of off-the-shelf products was the first step in investigating interoperability. Then, an integrated prototype of an ultra-low-energy sensor node based on pulsed UWB was designed and implemented as an ultra-low-power solution.
Existing off-the-shelf commercial sensors based on ZigBee and EnOcean were integrated in the middleware, too [15, 27] . These solutions, however, suffer some drawbacks. First, nodes that are battery powered have limited autonomy and require periodic battery replacement. Secondly, although sensors supplied from the main power network where they are plugged in may not have this autonomy problem, the use of power-hungry protocols, such as ZigBee, leads to overhead in energy consumption. Since they have to be connected to an AC plug or a main switch, these solutions may be good for the measurement of power consumption by fixed appliances or lighting systems, for instance, but they are not suitable for the measurement of other environmental parameters that require portability, e.g., temperature measurements throughout an entire room. To complement these technologies with a wireless sensor node solution that is more energy efficient and provides higher autonomy as well, we investigated an alternative communications protocol that consumes less energy than existing solutions, such as ZigBee.
Different interfaces were compared based on the energy per bit (EPB) metric, and an optimal solution for the targeted application domain was selected. The metric is defined as:
where P tot is the overall power consumption of the sensor node, T pulse is the pulse width of the signal, and T PRF is the signal pulse period. As depicted in Fig. 6 , for a pulsed signal, the sensor node is turned on during only a small fraction of a symbol period, resulting in lower average power consumption compared to continuous-wave signals.
A duty-cycled UWB signal has a very short duration, leading to lower average radiated power, compared to continuous signals [28] . In general, for robust reception, a UWB signal requires a complex receiver with high power consumption to deal with multipath fading and the very large path loss of typical channels. Because the receiver is located in the server, and is hence connected to AC power, its power consumption overhead does not impact the overall system, and most importantly, it does not hinder the simplicity of the nodes, which can provide effective solutions for pulse generation without high-complexity hardware. In addition, pulsed UWB is also an interesting communications solution for HEMS systems thanks to its potential localization capabilities in indoor environments. This can be useful as wireless sensor nodes move from one room to another or move around in one room. This additional and important functionality makes a pulsed UWB system a very valuable solution for this application domain. As confirmed in Table 2 , when respecting radiation masks, the best EPB is achievable with a pulsed- UWB-based system. For this application, the transmission range is limited to room size. UWB can enable a low-energy HEMS to take full advantage of its asymmetrical nature, requiring only a little energy for the transmitter at the expense of more energy consumed by the receiver: sensor node traffic is indeed typically upload-dominated. All these features make pulsed UWB a promising solution for a short communication range (< 10m) for smart-home applications. The FCC regulates the emission of UWB signals by limiting the maximum allowed effective isotropic radiated power (EIRP) [29] . The main idea is that UWB systems operate under the noise floor of other existing narrowband communications. There are two frequency bands where a signal of -41.3 dBm/MHz PSD, and of at least 500MHz bandwidth are allowed: 0-960MHz and 3.1-10.6 GHz. In this work, a prototype version of an integrated UWB transceiver for HEMS applications has been designed and implemented. The TX UWB system in this work operates in the 3.1-10.6 GHz band. The transmitter and receiver are included in the sensor node and the control system, respectively, as shown in Fig. 7 . The sensed information, e.g. temperature, is converted into digital symbols and then modulated through a UWB pulse generator and transmitted through the UWB antenna. At the receiver, an energy detection receiver demodulates the data and forwards it to the middleware. In the following subsections, the design of the physical layer UWB transmitter and receiver, and the integration layer, are presented in more detail.
UWB Transmitter
In UWB applications, ultra-short-duration pulses are used to transmit the information. There are several challenges in implementing a UWB transmitter. One of these challenges is to design a simple and power-efficient UWB pulse generator. First, it should meet FCC mask requirements, i.e. the signal power spectral density should be below the maximum allowed FCC limits [29] . Secondly, it must be power efficient. Typically, the first or second derivative of a Gaussian pulse is commonly used as the transmitted waveform, because it can easily be generated in hardware. However, the pulses must be filtered before transmission to satisfy FCC regulations.
Additionally, for most of the Gaussian pulse generators, the DC bias power reduces energy efficiency [30] . The 5 th derivative Gaussian is known as one of the most effective pulse shapes because its spectrum is below the FCC mask, efficiently filling it, and it can be transmitted without any additional filtering [31] . Here we use a digital pulseshaping method to design a 5 th derivative Gaussian pulse. We implement the transmitter using digital logic only, consequently making the pulse generation consume current only at switching time for the transistors, hence, with no DC bias power consumption. The pulse generator block diagram is shown in Fig. 8 . A digital implementation saves power, while also enabling additional modulation flexibility. The transmitter can indeed generate on-offkeying (OOK) and binary phase shift keying (BPSK) symbols. As the signal shape is implemented using digital blocks, inductors for filtering are eliminated, thus significantly reducing the chip area. Fig. 9 shows a simulated UWB signal, which has a 1.0 ns pulse width, corresponding to at least 1 GHz bandwidth in the frequency domain (verified later with measurement). From transistorlevel simulations, the circuit consumes 35.64 μW at 1 Fig. 7 . UWB system architecture.
Fig. 8. OOK/BPSK UWB pulse-generator block diagram (only the top branch is used for OOK pulse generation).
Mbps. The design results show that the proposed architecture with fully digital blocks has a lower complexity and lower power consumption, compared to other published UWB pulse generators [32] [33] [34] . Moreover, thanks to the digital nature of the pulse generator, the inductors for on-chip filtering are eliminated, so the area is reduced drastically.
UWB Receiver
Energy-detector receivers are an interesting option because they can have low complexity and acceptable performance. We implemented the UWB receiver for the centralized control system with commercial off-the-shelf components. Fig. 10 shows the receiver block diagram. The receiver components are used for the implementation of a receiver operating in both frequency bands, working from 50MHz to 5GHz. A band-pass filter (BPF) removes out-of-band signals at the input of the receiver chain. After filtering out the off-band jammers, the in-band signal is amplified with a wideband low-noise amplifier (LNA). A power detector extracts the envelope of the amplified signal. Then, a second amplifier (AMP) amplifies the baseband output signal. The amplified signal is converted into a digital bit with a buffer chain, which sends an interrupt to a microcontroller that wakes up from its low-power sleep mode to process the data. The details of the components of the RX are summarized in Table 3 .
UWB Antenna
The antenna is another important component. A 3.5 cm × 4.5 cm wideband antenna that can be used in the range 3.1-10.6 GHz was designed and implemented on a Rogers3003 substrate. Fig. 11 shows the full-custom antenna. The simulated input return loss of the designed antenna is shown in Fig. 12 . The antenna also has a gain of 0.25-1.7dB in the frequency range. It has a small size, which is a very important advantage for our HEMS application.
Sensor Node Integration
The integration layer is a software component that enables the basic syntactic interoperability of different technologies by acting as a bridge between the middleware and the underlying technology. It translates whatever kind of language the low-level technology uses into the web services, so that the low-level technology can be used transparently by any other platform component. This concept allows the use of every low-level technology inside the middleware. To do this, the proxy layer, which is a bridge, must associate a virtual end-node to a real physical device and then export it to the higher layer via web services. A translator task for the UWB technology is shown in Fig. 13 . For each technology, the translator code is modified to translate the technology-specific commands into a unique format.
Communication from the middleware to the hardware coordinator starts by opening the COM port of the PC. That procedure is performed by a standard library provided by the .NET framework. In our solution, a C# class is used, which automatically reads and writes the serial port or USB (which use the RS-232 protocol) in real time. The data, which can be any string generated by the hardware coordinator, are translated to a unity format that is understandable by the user. The database data format includes the following string: ID :[Network ID], T or H or P : [Value] , Ti : [Time] ; where ID is the sensor ID, and T, H, and P are the temperature, humidity and power consumption parameters, and Ti is the measurement time. For integration of a UWB sensor node, the coordinator forwards each payload sent by the sensor node to the PC, in which the developed integration layer is running. The interface takes care of interpreting the received data and stores them in the database (and then in the remote database), exploiting the web services. An example of a payload sent by the sensor node is:
ID: 8954 T:24C Ti:21.08.15.14.00 It demonstrates that node number 8954 with a temperature sensor has measured the value of 24°C on August 21, 2015, at 14:00.
Validation and Measurement Results

UWB Transmitter and Receiver
The UWB transmitter is fabricated in 130 nm CMOS technology. Fig. 14 shows the die microphotograph. The transmitter has an active area of 0.36 mm 2 and works with a nominal supply voltage of 1.2V.
For testing, a digital burst was applied to the pulse generator input. The input clock, which determines the pulse rate, can vary from 100 kHz to 80 MHz. Fig. 15 shows the measured output signal of a single OOK bit, captured with a high-frequency oscilloscope. The measured pulse duration is 1.1 ns. The pulse has a bandwidth of 909MHz and a peak-to-peak voltage of 180mV. The spectrum of the measured signal, calculated mathematically in Matlab, is shown in Fig. 16 . Regarding the definition of the bandwidth in which the signal power reduces by 10dB, this figure shows that the output signal has at least a 500MHz bandwidth, which satisfies the FCC mask requirement. Fig. 17 shows the measured power consumption for different pulse rates. The UWB transmitter consumes 39 μW at 1 Mbps, which is a pulse rate sufficient for the smart-home application. The receiver was verified as receiving OOK symbols with a minimum power of -67dBm at 2 Mbps.
Complete Sensor Node
The full UWB sensor node and the receiver connected to the control system were set up for temperature measurements in a pilot room. Fig. 18 shows the system set-up. At the sensor node, a temperature sensor is included, and the energy-detection receiver is connected to the control system to demodulate the incoming pulses. The wireless link was validated in a real-life office setting, in which temperature information is transferred wirelessly to the receiver hub at a distance of 3 m away from the sensor node. The microcontroller on the receiver PCB then sends the data to the database through an integration layer inside the middleware Although it is planned to have a bidirectional link between the sensor node and the database in future implementations, in the current prototype solution, onedirection communications from the UWB sensor node to the database is realized. Fig. 19 shows a sample measured temperature profile for an office room over a period of 24 hours, as available in the application-client layer.
The complete sensor node, including the sensor, the interface, the microcontroller and the UWB transmitter, consumes peak power of 5.31 mW at a continuous bit rate of 1 Mbps. The energy consumption is then 5.31 nJ/bit. Energy efficiencies for just the pulse generator and the TX (including the pulse generator, the temperature sensor and its interface), are 2.1% and 1.52%, respectively, with regard to the figure of merit (FOM) introduced by Diao et al. [38] . Table 4 compares the UWB sensor node system (including the TX only) with several other works, demonstrating DC energy consumption per pulse that is ten times better. Thanks to the pulsed nature of the signal, the sensor node is on for only a fraction of the time, so average power consumption is reduced, compared to other solutions. We conclude that the low energy consumption of pulsed UWB enables autonomous, fully integrated sensor nodes for smart-home energy management applications. In addition, the peak current consumption of the complete receiver is 227mA in this prototype version. The energy detection receiver is realized by discrete com- ponents, as explained in Table 3 , resulting in increased power consumption compared to custom-designed fully integrated UWB receivers on a chip.
Conclusion
This paper has presented an efficient smart-home energy management solution, based on a multi-standard central home management system. The system enables the interoperability of heterogeneous sensor node devices. Various communications technologies are integrated in the same middleware by utilizing an integration layer as an interface between the hardware and the software. This middleware allows the exploitation of both existing and emerging wired and wireless technologies.
Directly interfaced with the central management system, both from a hardware and a software viewpoint, we presented a prototype of a low-energy wireless sensor node based on pulsed UWB. The UWB transceiver was designed and implemented at both circuit and system levels. The radio system comprises an integrated lowpower transmitter fabricated with 130 nm CMOS technology. It generates a signal with a 1.1 ns pulse width and consumes 39 μW at a 1 Mbps rate. To enable data reception, a commercial off-the-shelf-component receiver was implemented and directly interfaced with the data management system. This work is a first example of an IoT system based on UWB technology directly interfaced with a multi-standard centralized system. The UWB system in a real-life office room demonstrated low complexity and provided a lowenergy solution for these applications, requiring very little overhead for the direct interface with different wireless networking systems.
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